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Build a More Secure,
Compliant Cloud
Embracing advanced cloud security technology can improve regulatory
compliance while accelerating business innovation

The cloud business
promise is compelling,
yet adoption appears
to be stalling.
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Source: CSA Cloud Adoption Practices and
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Enterprise Strategic Challenges
Staying ahead of the competition in
today’s marketplace requires constant
innovating—delivering new services to
attract and retain customers and even
new business models—all while keeping a lid on operational costs. The cloud
offers solutions to these modern challenges, providing companies with the
agility to speed applications to market;
the flexibility to scale quickly and maximize utilization of existing architecture;
and the ability to expand capacity without being entirely dependent on CAPEX
budget limitations. While business
decision makers recognize the potential
in moving applications and workloads
to the cloud, adoption has been slow.
What is holding cloud projects back?
More than any other issue, security
and compliance concerns can stall IT
innovation. Moving to a cloud-based
model, potentially including the use of
third-party infrastructure, expands the
possibility of malware attacks and raises
increasing questions of data privacy
and governance. For business and IT
leaders—whether early cloud adopters
or those who move at a more cautious
pace—the ability to address these issues
effectively is key to gaining the business
benefits of cloud solutions. Enterprises
need to feel confident that all their
systems and cloud processes are
trusted so that they can be consistently
compliant and audit-ready.

Business Drivers and
Desired Outcomes
Recognizing the many business advantages that moving to the cloud affords,
business and IT leaders are turning to
Software-Defined Infrastructure (SDI),
a new architecture model for the cloud
that offers automation, speed, flexibility
and cost efficiency. In the process, what
many are coming to appreciate is that,
with the right infrastructure strategy,
SDI also offers the opportunity for
better control. As new clouds built on
the principles of SDI are developed,
they will provide greater benefits and
efficiencies to both lines of business
and IT.
Business Agility – A well-designed
cloud creates a more agile platform that
can respond faster and more flexibly
to changing requirements. This helps
decision makers respond quickly to
changing market conditions, speeding
application time to market and enabling
rapid roll out of new services.
Total Cost of Ownership – Cloud
solutions based on more secure
Software-Defined Infrastructures allow
companies to provide services at high
levels of protection with low cost of
operation. Through the use of orchestration tools, SDI enables more precise application of resources to meet
workload needs. This leads to greater
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asset utilization without compromising
service levels. Combined with higher
levels of automation, SDI enables companies to scale quickly, when needed.
The resulting efficiencies help to reduce
TCO and maximize return on CAPEX
investments.
Security – Enterprise workloads in
the cloud require enterprise-grade
security. Establishing trust in the core
infrastructure platform underpins
data security and enables control over
workload and data location and access.
These solutions allow administrators to
set and apply consistent policies and
boundaries at the virtual workload level
to specify which users can use which
systems. Because each action is logged
and available for auditing, these solutions ensure that each user’s actions
are within policies, and they allow for
fast remediation of audit results.

Digital Transformation and
Business Innovation
As the cloud data center evolves,
security needs are also changing.
Issues of trust, control and visibility
are of paramount importance. Cloud
solutions built on SDI make it possible
for enterprises to address these issues
effectively, allowing companies to realize
the business benefits of fully virtualized
infrastructure without compromising
security or privacy. With these solutions,
enterprise IT organizations can build a
trusted cloud infrastructure that helps
them meet the goals of regulatory
requirements that are becoming
increasingly common across many geographic territories: provisioning of data
protection to mitigate risk in the event
of loss or breach; visibility of and control
over data location and movement; and
auditability of data access and usage.

More business than ever happens in the cloud

…but the attack surface expands and regulatory compliance intensifies
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Delivering on the promise of the cloud
requires an architectural model that
enables IT and business leaders to build
a trusted, securely governed, virtualized
infrastructure—a foundation on which
the system’s other security elements
can rely. Intel, VMware and HyTrust have
teamed to offer such a solution, providing enterprise with the ability to take
full advantage of the efficiency and cost
benefits of virtualization and the cloud,
while increasing the security, trust and
compliance of their IT infrastructure.

Intel Technology Foundation
Intel, VMware, and HyTrust have collaborated for more than seven years to
develop a co-integrated, mature and
proven set of solutions that help organizations take full advantage of cloud
technology while effectively addressing
cyber risk and compliance challenges.

Solution Ingredients
• HyTrust* security software
• VMware* Virtualization and
Cloud Infrastructure software
• Intel® Xeon® processors
• Intel® Solid State Drives
(storage)
• Intel® Ethernet products
• Intel® Trusted Execution
Technology (TXT)

Where to Get More Information
To find the best solution for your
organization, contact your Intel
representative, register at IT Center, or
visit www.intel.com/cloud.
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